GOVERNMENT OF PAKISTAN

NCERT
No. F.ND 1 -1/2025/DG (NCERT)/ 241 Islamabad, the 15" May, 2025
Fror
Dr Haider Abbas
DG -(nCERT)
To

1- ADG (Immigrazion), FIA, Islamabad

2- Cabinet Secretary, CAB, Islamabad

3- Chairman, NTCOMM, Islamabad 4

4- Chief (Water Resources), PC, Islamabad

5- DD-Finance, API, Islamabad :

E- DGPR, AGPR, Islamabad 7 i

7- DSEXP (Privatization/Overseas/IPC), MOF, Islamabad

&- DS EXP {Religious AffalrfNFSRfBDI ‘MOF, Islamabad

&- Deputy Director Mbn:tbrmg, FAB, Islamabad

10- Deputy Chief-I (Industries & Commerce), RG, [slamabad
11- Deputy Director Wafagi Mohtasib, MONHS, rslamabad
12- Deputy Secretary (Heritage), NHCD, Is!amabad :
13- Director Admir/Housing, NPF, Islamabad (-~

14- Director General, NACTA, Islamabad

15- Director General (Maritime),.PC, Islamabad :

16- Director General - Admin, NITB, 1slamabac| b

17- Director General FIA; FIA, lslamabad e

1€- Director Procurement ERRA, NDMA, [slamabad

19- Economic Adviser, MOF; Islamabad

20~ Executive DG (Admin), PEMRA,. Islamabad .

21- Federal Minister (Cbmmunlcatlbn} MOCM, islamabad
22- Foreign Secretary, MOFA, Islamabad

23- GM (Human Resource), PPMC, Islamabad

24- Joint Executive Director 1I[-{l_.|"q'uafiad Petroleum Gas), OGRA, Iskbemabad
25- Joint Secretary (Privatization), MOEPWD, Islamabad
26- Parliamentary Secretary, MOC, Islamabad

27- SAPM for Industries & Production Division, MOIP, Islamabad
28- Secretary, NSD, Islamabad *

29- Secretary, SENATE, Islamabad

30- Secretary (Revenue Analysis), FBR, Islamabad

31- Secretary Climate Change, MOCC, Islamabad

32- Secretary ECP; ECP, Islamabad

33- Secretary Establishment Division, ESTAB, Islamabad

34- secretary General(National Assembly), NAS, Islamabad
35- Secretary IT, MolT, Islamabad

26~ Secretary Kashmir Affair,Gilgit Baltistan & SAFRON, kagbsafron, slamabad
=7- Secretary LAW & Justice, MOLJ, Islamabad

38- Secretary NTISB, CAB, Islamabad

39- Secretary Planning, PC, Islamabad

40- Secretary Railway 3oard, MOR, Islamabad



#41- Secretary Reverue Div/Chairman FBR, FBR, Islamabad
42- Secretary Scienze and Technology, MQOST, Islamabad
43- Secretary of Intzrior, MOINC, Islamabad

SUBJECT: URGENT CYBERSECURITY GUIDLINES SOCIAL MEDIA ACCOUNT MANAGEMENT

In he light of the prevailing security situation, all ministri=s and their attached
departr-ents ar2 hereby advised to implement following measures fortawith to secure their official
social madia accounts: -

a. Recet Fasswords: All official social media account passwcrds ke reset, replacing with
strong and secire credentials. Furthermore Two-Factor Authentication ‘2FA) ae enabled with off cial
accounts to furtaer strengthen security. :

b. Use cf Official Email Accounts: Only official, designated em3il addresses should be used
for regis-ering a1d operating official social media handles. .. -

c. Use of Fersonal SIMs/Emails: The practice of using personal SIM cards or personal email
addresszc for official social media accounts .is discoyraged and shoud be discontinued instantly.
Instead, Lse of corporate SIhs and official de51gnated ‘email addresses exclusively for their intended
purposes is recommerded, : :

2. Adhe-ence to these security measures hy aH will strengthen our security posture and
help to m tigate cyb=r security risks. )

' Dr Haider Abbas
DG -(nCERT)
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From
Dr Haider Abbas
DG -(nCERT)
To

1- ADG (Immigration), FIA, Islamabad

2- Cabinet Secretary, CAB, Islamabad ../~ i = &0
3- Chairman, NTCOMM, Islamabad ! :
4- Chief (Water Resources), PC, Islamabad

5- DD-Finance, API, Islamabad

6- DGPR, AGPR, Islamabad .~ .

7- DS EXP (F’rwahzatmm’Dverseas!lPC}, MDF lslamabad

8- DS EXP (Religious Affair/NFSR/EQI, MOF, Islamabad

9- Deputy Director Monitoring, FAB, Islamabad -
10- Deputy Chief-l (Industries & Commarca]( F‘C Ialamabad
11- Deputy Director Wafaqi Mohtasib; MONHS, Islamabad -
12- Deputy Secretary (Heritage), NHCD, Islamabad :
13- Director Admin/Housing, NPF; Islamabad '

14- Director General, NACTA, Islamabad

15- Director General. {Marltrme}, PC, lslamabad

16- Director General - Admin, NIT8; Islamabad

17- Director General FIA, FIA, lslamabad

18- Director Procurement ERRA, NDMA, Islamabad

19- Executive DG (Admin), PEMR& Islamabad’

20- Federal Minister {Communication), MOCM, lsiamahad
21- Foreign Secretary, MOFA, Islamabad

22- GM (Human Resource), PPMC; Islamabad.

23- Jaint Executive D rector Il (Liquefied Petrcﬂeum Gas), OGRA, Islemzbad
24- Joint Secretary (Privatization), MOEPWD, Islamabad
25- Parliamentary Secretary, MOC, Islamabad

26- SAPM for Industries & Production Division, MOIP, Islamabad
27- Secretary, SENATZ, Islamabad”

28- Secretary, NSD, lslamabad

29- Secretary (Revenue Analysis), FBR, Islamabad

30- Secretary Climate Change, MOCC, Islamabad

31- Secretary ECP, ECP, Islamabad

32- Secretary Establishment Division, ESTAB, Islamabad

33- Secretary Genera (National Assembly), NAS, Islamabad
34- Secretary IT, Mol™, Islamabad

35- Secretary Kashmir Affair,Gilgit Baltistan & SAFRON, kagbsafren, Islemabad
36- Secretary LAW & Justice, MOLJ, Islamabad

37- Secretary NTISB, CAB, Islamabad

38- Secretary Planning, PC, Islamabad

39- Secretary Railway Board, MOR, Islamabad



41- Secretary Rzavenue Div/Chairman FBR, FBR, Islamabad
41- Secretary Science and Technolagy, MOST, Islamabad
42- Secretary o” Interior, MOINC, Islamabad

SUBJECT: URGENT CYBERSECURITY ADVISORY BASELINE SECURITY MEASURES FOR WEB
APPLICATIONS

The Nazional Cyber Emergency Response Team (National CERT) has iscued a Cybersecurity
Advisov titled “NCA-29 (a).051625 — National CERT Advisory - Baseline Security Measures for
Web Applications™ (Annexure), to establish baseline security controls for the szcure development,
deployment, and maintenance of web applications across public and private ser:tc

2. This advisory is issued in light of: persistent cyber threats explmtmg common
web vilnerabilities, the increasing use of third-party components :and the critical need to safeguard
the Confidzntiality, Integrity, and Availability (CIA) of web- -facing systems. It outlines essential security
practices for system custadians, developers, DevOps engineers, administrators, an= third-party service
providers

3. It is requested that the: attachad Adwsory be disseminated on priority to all
departments, teams, and associated service p__r_owders to take immediate action.

Annexure: MCA-23 (a) {}51625 Natlonal CERT Adwsw}r Baseline Security Measures for
Web Applications. o o el

X‘f:;‘"

..__“'--nr Haider Abbas
: DG -(nCERT)
Copy far information fo:-

1- Director C3, NCERT, Islamabad .~
2- DS-NTISE, CAE, !slamabad:.:.'i.

X4

Dr Haider Abbas
CG -(nCERT)
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F.No.1-1/2025'DG (nCERT)/244 Dated, the 16! May, 2025

Subject: ~ JRGENT CYBERSECURITY ADVISORY — BASELINE SECURITY MEASURES
~OR WEB APPLICATIONS

The Nationzl Cyber Emergency F:esponse Team (Natimnal EERT} has issued a
Cybersecurily Advisory tiled “NCA-29 (a). 051625 =
Security Measures for Web Applications” {Annexure} tc:r estabilsh haselme security controls

for the secure dewvelopment, deployment and mamtenance c-f web applications across public
and private sectors. ? Y 2

2 This advrsory is 155ued ih Inghf m p

the Confidentility, Integrity, and ﬂuaﬂabittty {Clh of web- fac:ng systems. It outlines essential
security practices for system custmdlans develapers DevOps engineers, administratzrs, and
third-party service ::-rowde*s .

3: It is reques; ed that the attached Advisory be disseminated on prioriv to all
departments, leams, and assomated service providers to take immediate action.

Annexure KNCA-29 (a).051625 — Natrunal CERT Adwsory -~ Basellne Secunly Measures for
Weh Applications. 1

(Dr. Haider Abbas, TI)
Director General
MNational CERT
Ph: 051-9203422

¥ A

All Secretaries of Mini;t_’r_i'é'sf'nivisinns of the Federal Government and Chief Secretaries
of the Provinc al Governments

Mational Cyber Emergency Response Tearm (NCERT)
Government of Pakistan
Pak Secratariat, L Block, Islamabad, Pakistan
+92-51-9203422 | info@pkcartgovpk | www pkeert.govpk
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Annexure

NCA-29 (a).051625 — National CERT Advisory —
Baseline Security Measures for Web Appllcatlons

Introduction

The National CERT issues this advisory, tu:ééfablisﬁ:'héséirﬂe security measures for the secure
development, deployment, and mam’[enanoe ‘of eb*applications. These guidelines are
appllC&tlF to government ﬁrgamzatmn& cntrcal mfrastructure providers, and private

These advisory underscores tge Impcﬁanaé 01’ protactmg the Confidentiality, Integrity, and
Availability (CIA) of web-based Syatems in' light of persistent cyber threazs exploitation of web
vulneratiivies, anc the rising use -:-f thlrd-party components.

Tke measures outlined herein are des:gned for implementation by cybersscuritv teams, system

custodians, deuelupers natwork administrators, DevOps engineers, anc third-party service
providers e

Impact

Failure to implement robust web application security practlces ma:,r resul; in:

1. Unauthorized Access — Exploitation of unpatched components or weak authentication
mechanisms. R B e L R

2. Data Breach — Exposure or exfi Itratmn Df FIEI‘EDI"IB“'?‘ identifi able or sensitive information.

3. Defacement and Denial of, SEWICE - Loss raf website availability or integrity due to
in ection or mlsconfiguralmn %

4. Malware Injection — Use of f:cimprormsed web services to serve malware or redirect to
malizious domains.

1,;.;.,; i,
.c-.. _:’ & o

5. Compliance Violation - Nt:m adherence to national and international standards leading
to I=gal liabilities. 3

6. Reputational Damage - PUblIG loss of trust due to website compromise or misuse of
hcsted content, >

Mational Cyber Emeargency Response Tearm (NCERT)
Government of Pakistan
Fak Secratariat, L Block, Izslomabad, Pakistan
+82-E1-9203422 | info@pkeertgovpk | www pkoertgovipk
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Threat Details

Cyber attackers commonly exploit insecure web applicatlons using the follﬂmmg Taztics,

Techniques, and Procedures (TTPs):
Tachmque Dascriptinn . ¥ - ¢ s
SQL Injection (SQLi) Unauthorized quer Zi3exet3utmh tcr'i‘étrraue or man pulate
databases K 0y
Cross-Site Scripting Executfcn ﬂf mahmc-us sc:np“ts in users' browse-s via unvalidated
(XSS) Z ﬂput '

Insecure Authentication | Use Df WEak pﬂﬁgwards lack of MFA, and sessizn hijacking.

Unpatched TPCs htegrailc:n Gt vulnerable third-party libraries or 2F|s.

Misconfigured Servers Defal_.-.glt_;z;_‘:_redentrals. exposed admin interfaces, 2nd excessive
par_niiésir:ms.

Affected Systems
« Public and internal government web portals
» Corporate web appications handling sensnwe data B . N

« APIs and backend services exposed to ex;emal users i ;

-_- .....

« Systems ntegrated with unverified th|rd.~party cnmpnnents

« Applications lacking secure deplc:yment plthﬂES or code audits

Recommendations & Mttlgatmn Actmns

1. Secure Web Apphca mn Deﬁelopment

Secur ty by Design © =

+ Incorporate Secuﬂty in SDLC from the initiation phase witt risk and privacy
impact assessmems

» Perform tireat modeling during the design stage to identify =nd mitigate risks
like XSS, CSRF, and SQLi.

National Cyber Emergency Responsa Team (MCERT)
Gevernment of Pakistan
Pak Secretariat, L Block, Islamabad, Pakistan
+92-E1-9203422 | infogpkcartgovpk | wwwpkeertgovpk
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Secure Coding Practices
« Adhere to OWASP secure coding standards.

« Use inpLt validation via whitelisting. . :
« Encode all user-generated conteﬁl to prevenf XSS

» Implement parameterized quenes ]I{:i defend agamst SQLI

Authentication and Session, Management

« Enforce Multi- Factc-r ﬁ;uthent:catlon [MFA} for sensitive systems and privileged
USErs. : b

« Set strong passwnr\d ;10 i'qms {mlmmum 14 characters, special characters
required). st ey

» Store pasawnrds usmg stmng hashmg (e.g., berypt, PBKDF2).

* Z=nsure sesslon secunty via HTTP Only and Secure coo<ies; implement idle
'|mecrut and session regeneration ‘post-authentication.

Logging & Momturmg
« Log all user and administrative actitrity ' 5

« Store logs securely on a SIEM or centrallzed tog senrer for a minimum of
one year. -

2. Secure Hosting Practices

Server Configuration & Harﬁenmg |

+ [DAzable unnecessary semcesi{e.g FTP Telnet} apply time'y OS patches.

« Restrict adm’ mstratwe aacess tc: whrtehsted IPs only.

« Enorce SSHITLS: f::ar $ecure remc:te access

Backup & Recovery

+ Eqcrypt all backups 'store them in geographically diverse locations.

« Conduct Eqn:.laf recovery drills to validate backup integrity.

Mational Cyber Emergancy Response Team (NCERT)
Government of Pakistan
Fak Secretariat, L Block, Islamabad, Pakistan
+82-E1-8203422 | info@pkeertgovpk | www.pkcertgov.pk
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Hosting Platform Requirements
+ Select platforms compliant with national security and uptime standards.
+ Implement righ-availability and disaster recovery (DR) capabtlmes
Incident Response Readiness :
« Prepare to immediately isolate affe:;ted systems ‘fn case nf compromise.
« Motify National CERT and mternal SDE teams on: conf rmed incidents.

+ Use trusted backups for FES[GI‘atIDﬂ and patc:h soot-cause vulnerabilities.

£

3. Perimeter & Netwnrk Defense

+ Lse adefault DENY—ALL pr,:»hcy and allow only explicitly required traffic.

« LCeploy Intrusion DE[EGtIQr’I and Prevention Systems (IDPS) to log and mitigate
anomalous hehawor, N

Network Segmentatinn
+ Fostweb sewers in a DMZ; isalate from internal or admin networks.

« Position Web Application Firewalls {(WAF) and Web Proxies | in fmnt of public-
facing services. %

» Secure administrative terminals with Mﬁﬁandnem[ﬁrk _s'e@mentatinn.

Malware Protection & Monitoring
« Enable malware scanmng for'a'll uploaded ﬂes

« Review logs regularly f:jr port scans hrute force attempts, or unusual access
patterns. ; b by

4. Database Stsn::l;:rit},ir Lok
Access Control & Enn:n.rptmn -:'
« Grant ieast-privilegg;{}a‘&éss to applications and users.
« P-eventpu bl}i_c_-éi’pﬁﬁsure of database servers.

« R=quire Mjiéﬁi'for DB admins; only allow access from trusted web servers.

Mational Cyber Emergency Response Team (NCERT)
Government of Pakistan
Pak Secretariat, L Block, Islomabad, Pakistan
+H2-31-8203422 | info@pkeertgovpk | www pkoert.gov.pk
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Use TLS 1.5 or higher for encryption in transit; encrypt sensitive data at rest,
Audit Trails & Patching

+ Erable row-'evel auditing for sensitive tables.

« Agrply vendor-released patches mmedrately upon avallabmty
Data Management v i )

« Emrforce data minimization and retentmn pc«l!mes

« Imalement pseudnnymjzatmn fo dEJ'nk per‘sqnal |dent|ﬂers from datasets.
5. Securing Web Content - g

Content Publishing Gn\rernanca e,

oy lé‘- -
» Fomalize appmval}wer‘kﬂi}\'?ﬁ for all published material.

+ Regularly audit web cnﬂtent for compliance with policies and legal standarcs.
Active Content Hancﬂmg '

« Store SC.rtp__’[.S_'Iﬂ-'ﬂDI“IrEK&EU’E&HE directories.
. Strictly sanitize all user-generated inp'u.ts, iﬁcluding file uploads.
Monitoring & Detection = *H
SIEM Integration AR

+ Feed lags from firewalls, appilcatmns sewers and DBS mtc: centralized SIEM.

» Configure alerts for unusual behawors l{eg ;. failed logins, privilege escalation,
unexp=cted que-ies). - AR %

Vulnerability Management

« Conduct \furnerablhty Assessmeni:-and Penetratlr:m Testing (VAPT) at least twice a
year.

« Maintain a formal vulnerablhty management program for risk remediation.
Code Quality Checks:

+ Use Statc and_Dynamm Application Security Testing (SAST/DAST) tools.

« Perform manual secure code reviews for critical systems.

Mational Cyber Emergency Response Team (NCERT)
Government of Pakistan
Pak Secretariat, L Block, Islamabad, Pakistan
+92-E1-9203422| Info@pkcertgov.pk | www.pkcertgov.pk
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Incident Response & Compliance

Preparedness

+ Mainlain an up-to-date incident response plan aligned with PKCERT esca ation
paths, 4 %

« Conduct red team/blue team exerclses s:mulatmg web app explmtct.on

e

Policy Compliance

« Align development and hcstmg With orgamzatmnal SLAs, NDAs, aqd legal
obligations. 5

+ Ensure security documentatiori én_;_gl._t};aiﬁing is regulary updaed.
Call to Action

The National CERT strongly urges all gu*urernment organizations and enterprizes to:

« Imrediately assess thewWeb appltcatlons agalnst these baseline contrcks.
* Implement missing -_ja__afaguards and validate existing controls via testinc .

» Report any sus}peéted breaches or vulnerabilities to cert@pkcert.qov.pk.

+ Col adorate with PKCERT for audits, training, or guidance related t:}weh security.

Adhering to these baseline security measures fastersa resallent and set:ure dlgltal environment,
prﬂtectmg ﬂr@mzatlonai assets and pubhc frust Gr:mtmuous “improver-ent, proactive
guar‘d agamst evolving cyber threats.

Mational Cybar Emergency Response Team {NCERT]I
_ Government of Pakistan
Pak Secratariat, L Block, Islomabad, Pakistan
+92-51-9203422 | infogpkcartgovpk | www pkcert.govpk



